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DHR AUTOMATED SYSTEM 

SECURITY REQUIREMENTS

Security Personnel Designation

In order for an adequate level of security to exist in the DHR application systems an agency data security structure has been developed.  The access procedure begins with the DHR supervisors and ends with the DHR supervisors and ends with the DHR Security Officers of the OIM/DSD.  This structure is intended to provide a systematic means for staff to protect data and to gain the proper level of access to DHR’s automated systems.

The following outlines the responsibilities of each of the key security-related positions in DHR.

DHR Supervisors Responsibilities:
1. To determine the appropriate security level(s) for each of his/her employees.

2. To complete and forward the appropriate security transaction form(s) to the Security Monitor when an employee needs to be added to or deleted from a system; have his/her system access level modified; or have a name changed.  All forms need to be sent to the Security Monitor within five (5) working days of the personnel action.

3. To ensure the accuracy and completeness of forms.

4. To review at least annually (usually at the employee’s annual performance review or when an employee’s job responsibilities changes) the employees’ current job duties and compare them to the employee’s current security access level to determine if any modification(s) is needed.

5. To communicate when necessary or at least annually to his/her employee’s and others of the need for keeping DHR’s data confidential and their password(s) a secret.

6. To adhere to the security matrix to ensure for a proper separation of duties.  If staffing levels prohibit strict adherence to the matrix then to implement a strong supervisory review of employee’s activity to prevent fraud from occurring.

7. To make sure that their employees receive all needed information in regards to protecting the confidentiality of DHR’s data and secrecy of their password(s).
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DHR Employee’s Responsibilities:
1. To keep his/her password a secret and DHR’s data confidential.
2. To report any system access problem(s) to his/her Security Monitor or supervisor immediately.

3. To read, sign, and abide by the Security Acknowledgment/Advisory Form.

Security Monitor’s Responsibilities:
1. To expeditiously review forms (for accuracy and completeness), to sign and forward appropriate security transaction form(s) to the DSD whenever an employee needs to be added to or deleted from a system; have his/her system access level modified; or have his/her name changed.  Security monitors are the only staff members authorized to forward Security Transaction Form(s) to the DSD or to inquire about their status.

2. To notify the supervisor and/or the end user of the status of his/her security access request.

3. To report all access problems to the DHR System Support Center or to a DHR Security Officer.  Security monitors are the only staff members authorized to call in the DHR System Support Center or a DHR Security Officer concerning system access problems.

4. To remind supervisors to forward all security access transaction forms to the security monitors within three (3) day of an employee entering or leaving a unit or local department.

5. To remind supervisors to monitor an employee’s security access levels for appropriateness to their job responsibilities.

6. To communicate as needed or at least annually to supervisors, staff, and others the requirement that DHR’s data is to be kept confidential and that the passwords are to be kept a secret.

7. To serve as a liaison between the Local Department and the DSD.

8. To review and disseminate all Data Security Policies and Procedures.  Primary security monitors must distribute all Security Alerts and other security related information to secondary security monitors.

9. To ensure that the current versions of security transaction forms are being utilized.

10. To attend any scheduled security monitor briefings and training sessions.

11. To ensure adherence to all policies and procedures concerning security access requests.
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LDSS, Modals and Privatization Contractor Responsibilities:
1. To appoint a responsible and conscientious person as the security monitors.

2. To expeditiously (within ten (10) working days) complete, sign, and forward the appropriate security transaction forms to the DSD whenever an employee needs to be appointed or deleted as a security monitor.

3. To expeditiously (within ten (10) working days) notify the DSD of any change in physical location, address, fax number, or voice number of a security monitor.

4. To remind staff as needed or at least annually of the requirement that staff keep DHR’s data confidential and their passwords a secret.

5. To remind supervisors as needed or at least annually (usually at the employee’s annual performance review) to review employee’s current job duties and compare them to the employee’s current security access level to determine if any modification is needed.

6. To remind supervisors, security monitors, and staff to follow all rules, guidelines, and deadlines as specified by policies or management.

OIM/DSD Responsibilities:
1. To review and process all security transaction requests within seven (7) working days of receipt.

2. To notify security monitors within fourteen (14) working days in writing or by electronic mail when his or her security requests are completed.

3. To respond to valid verbal security related inquiries within two (2) working days and/or valid written security related inquiries within five (5) working days.

4. To conduct periodic security meetings and training sessions for security monitors, DHR supervisors, and other staff members as necessary.

5. To review, revise, and enforce current security policies and to implement or develop new ones.

6. To maintain the Information Systems Security Handbook and the Standards and Procedures Manual.

7. To remind security monitors and other staff members of the requirement to delete unnecessary logon-ids and to supply security monitors with periodic logon-id listings for review and maintenance.
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8. To review and investigate security violation reports from the ADC and IBM/GS.

9. To communicate to staff members and others when necessary or at least annually the requirement that they keep DHR’s data confidential and their passwords a secret.

10. To remove unnecessary logon ids from DHR’s automated systems and to periodically review the necessity of high level logon ids’ access.
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