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STATE OF MARYLAND
DEPARTMENT OF HUMAN RESOURCES
REQUEST FOR PROPOSALS (REFP)
PRIVATIZATION OF CHILD SUPPORT SERVICES IN BALTIMORE CITY
SOLICITATION NO.:CSEA/PR/18-001-S
AMENDMENT NO. 5

February 6,2017
Dear Prospective Offerors:

This amendment is being issued to amend certain information in the above-named RFP. All
information contained herein is binding on all Offerors who respond to the RFP. Specific parts
of the RFP have been amended. The changes are listed below. New language has been double
underlined and marked in bold (i.e. w r 1), and language that has been deleted has been marked
with a strikethrough (i.e. © )

1.  Page 66, Section 3.3.2 Criminal Background Check. Delete and replace with the below
pursuant to new IRS Publication 1075 requirements, effective September 2016.
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2.  Revised Section 3.2.17(g) - Location of the BCOCSE, Page 53

g. Designate the office space at the facility located nearest the Baltimore City Courthouse,
located at Clarence M. Mitchell Jr. Courthouse, 100 N. Calvert Street, Baltimore, MD
21202, as the Central BCOCSE. This facility shall provide space for the State Court
and Investigations Unitg and-OS€. The space shall include:
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For the State Court and Investigations Unit:
e adoor with a cipher or key lock that is controlled only by CSEA and
Contractor’s security staff
five (8) private offices
sixteen (16) workstations

two (2) workstations for Self-Assessment reviewers or auditors to conduct
case record reviews

3. Revised Page 54, Section 3.2.18(b) - Equipment and Furniture
b. Furniture and Equipment
The Contractor shall provide furniture and equipment for its own staff as well as for State
staff, ineluding-OSEC as referenced in Section 3.2.17. The Contractor shall be responsible
for the maintenance, repair and replacement of all furniture and equipment for the duration

of the Contract.

4. Attachment T has been deleted in its entirety and replaced with the revised

5. Attachment W has been deleted in its entirety and replaced with the revised

6. Attachment X is new and shall be submitted in accordance with Section 3.3.2.4.

Offerors are reminded that they must acknowledge receipt of all amendments/addenda issued in
their Transmittal Letter (see Revisions to the RFP § 1.18 and Transmittal Letter § 4.4.2.3). If you
require clarification of the information provided in this amendment, please contact me at (410)
767-77175, or via email at aun .htut@mar land.gov.

By: Aung Htut, Procurement Officer
February 6, 2017
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ATTACHMENT T - SAFEGUARDING OF INFORMATION FROM THE UNITED STATES

INTERNAL REVENUE SERVICE

Solicitation Number: CSEA/PR/18-001-S

A. PERFORMANCE

The Contractor agrees to comply with and assume responsibility for compliance by his or her
cmployees with the following requirements:

l.

All work shall be performed under the supervision of the Contractor or the Contractor’s
responsible employees.

The Contractor and the Contractor’s employees with access to or who use I'T'T must meet the
background check requirements defined in IRS Publication 1075.

Any Federal Tax Information (FTI) or return information (hereafter referred to as FTI, returns
or return information) made available shall be used only for the purpose of carrying out the
provisions of this Contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner to any person except as
may be necessary in the performance of this Contract. Inspection by or disclosure to anyone
other than an officer of employee of the Contractor is prohibited.

All returns and return information shall be accounted for upon receipt and properly stored
before, during, and after processing. In addition, all related output and products will be given
the same level of protection as required for the source material.

The Contractor certifies that the data processed during the performance of this Contract will
be completely purged from all data storage components of his or her computer facility, and nc
output will be retained by the Contractor at the time the work is completed. If immediate
purging of all data storage components is not possible, the Contractor certifies that any IRS
data remaining in any storage component will be safeguarded to prevent unauthorized
disclosures.

Any spoilage or any intermediate hard copy printout that may result during the processing of
IRS data will be given to the Department’s Project Manager or designee. When this is not
possible, the Contractor will be responsible for the destruction of the spoilage or any
intermediate hard copy printouts, and will provide the Department’s Project Manager or
designee with a statement containing the date of destruction, description of material
destroyed, and the method used.

All computer systems receiving, processing, storing or transmitting FTI must meet the
requirements defined in IRS Publication 1075. To meet functional and assurance
requirements, the security features of the environment must provide for the managerial,
operational, and technical controls. All security features must be available and activated to
protect against unauthorized use of and access to FTI.



8.

9.

No work involving returns and return information furnished under this Contract shall be
subcontracted without prior written approval of the IRS.

‘The Contractor shall maintain a list of employees authorized access. Such list will be
provided to the Department and, upon request, to the IRS reviewing office.

10. The Department shall have the right to void the Contract if the Contractor fails to provide the

safeguards described above.

B. CRIMINAL/CIVIL SANCTIONS

1.

Each officer or employee of any person to whom returns or return information is or may be
disclosed shall be notified in writing solely by one designated person (from either DHR staff’
or the Contractor’s staff, to be determined) that returns or return information disclosed to
each officer or employee can be used only for a purpose and to the extent authorized herein,
and that further disclosure of any such returns or return information for a purpose or to an
extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as
much as $5,000 or imprisonment for as long as five years, or both, together with the costs of
prosecution. Such person shall also notify each such officer and employee that any such
unauthorized future disclosure of returns or return information may also result in an award of
civil damages against the officer or employee in an amount not less than $1,000 with respect
to each instance of unauthorized disclosure. These penaities are prescribed by Internal
Revenue Code (IRC) Sections 7213 and 7431 and set forth at 26 C.F.R. Part 301.6103(n)-1.

Each officer or employee of any person to whom returns or return information is or may be
disclosed shall be notified in writing by such person that any return or return information
made available in any format shall be used only for the purpose of carrying out the provisions
of this contract. Information contained in such material shall be treated as confidential and
shall not be divulged or made known in any manner to any person except as may be
necessary in the performance of this Contract. Inspection or disclosure to anyone without an
official need to know constitutes a criminal misdemeanor punishable upon conviction by a
fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the
costs of prosecution. Such person shall also notify each such officer and employee that any
such unauthorized inspection or disclosure of returns or return information may also result in
an award of civil damages against the officer or employee (United States for Federal
Employees) in an amount equal to the sum of the greater of $1,000 for each act of
unauthorized inspection or disclosure with respect to which such defendant is found liable or
the sum of the actual damages sustained by the plaintiff as a result of such unauthorized
inspection or disclosure plus in the case of a willful inspection or disclosure which is the
result of gross negligence, punitive damages, plus the costs of the action. The penalties are
prescribed by IRC Sections 7213A and 7431 and set forth at 26 C.F.R. 301.6103(n)-1.

Additionally, it is incumbent upon the Contractor to inform its officers and employees of the
penalties for improper disclosure imposed by the Privacy Act of 1974, 5 United States Code
(U.S.C.) 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by
5 U.S.C. 552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of
his/her employment or official position, has possession of or access to agency records which
contain individually identifiable information, the disclosure of which is prohibited by the
Privacy Act or regulations established there under, and who knowing that disclosure of the
specific material is so prohibited, willfully discloses the material in any manner to any person



or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than
$5,000.

Granting a Contractor access to FTI must be preceded by certifying that each individual
understands the agency’s security policy and procedures for safeguarding IRS information.
Contractors shall maintain their authorization to access FTI through annual recertification.
The initial certification and recertification must be documented and placed in the agency’s
files for review. As part of the certification and at least annually afterwards, Contractors
should be advised of the provisions of IRC Sections 7431, 7213, and 7213A. The training
provided before the initial certification and annually thereafter must also cover the incident
response policy and procedures for reporting unauthorized disclosures and data breaches. For
both the initial certification and the annual certification, the Contractor shall sign, either with
ink or electronic signature, a confidentiality statement certifying their understanding of the
security requirements. See Attachment W,

C. INSPECTION

The IRS and the Department, with 24 hour notice, shall have the right to send its inspectors into the
offices and plants of the Contractor to inspect facilities and operations performing any work with
FTI under this Contract for compliance with requirements defined in IRS Publication 1075. The
IRS’ right of inspection shall include the use of manual and/or automated scanning tools to perform
compliance and vulnerability assessments of information technology assets that access, store,
process or transmit FTI. On the basis of such inspection, corrective actions may be required in cases
where the Contractor is found to be noncompliant with Contract safeguards.

By signing this form, the Contractor certifies that it has read and understands the within security
policy and procedures for safeguarding IRS information.

Company Name:

Signature:

Printed Name:

Date:



Solicitation Number: CSEA/PR/18-001-S

Child Support Enforcement Administration
Annual Internal Revenue Service (IRS) Employee Awareness Certification

Employees must be advised at least annually of the provisions of Section 7213 of the Internal
Revenue Code, which makes unauthorized disclosure of the Federal returns or return information a
crime that may be punishable by a fine in any amount not exceeding $1,000.00, or imprisonment of
not more than | year, or both, together with the cost of the prosecution. See Attachment W-1.

Employees who have access to Federal tax information must also be advised annually of the
provisions of Section 7431 of the Internal Revenue Code which permits a taxpayer to bring suit for
unauthorized disclosure in the United States district court. The taxpayer would be entitled to the
greater of civil damages or the actual damages plus punitive damages in addition to the cost of the
action. See Attachment W-2,

Employces are to be made aware that these civil and criminal penalties apply even if the
unauthorized disclosures were made after their employment with the agency is terminated.

The Child Support Enforcement Administration, as a part of their employee awareness training, is
making it mandatory for all employees to be advised annually of the provisions of Title 07, Subtitle
01, Chapter 07, Section 10, (07.01.07.10) of the Code of Maryland Regulation (COMAR), which
states, an intentional or grossly negligent disclosure of confidential information in violation of this
chapter may be punishable by a fine of not more than $500.00, or by 90 days imprisonment, or both;
and result in civil liability for damages.

I:mployees shall execute an initial and annual training certification indicating that he or she
understands the Department’s security policy and procdures for safeguarding IRS information. The
initial certification and recertifciation must be provided to the Departmnent.

I understand and agree to the above requirements.

Contractor Name (Printed)

Contractor Signature

Date



Attachment W-1

IRC SECTION 7213 UNAUTHORIZED DISCLOSURE OF INFORMATION
(a) RETURNS AND RETURN INFORMATION

(1) FEDERAL EMPLOYEES AND OTHER PERSONS - It shall be unlawful for any
officer or employee of the United States or any person described in section 6103(n)
(or an officer or employee of any such person), or any former officer or employee,
willfully to disclose to any person, except as authorized in this title, any return or
return information [as defined in section 6103(b)]. Any violation of this paragraph
shall be a felony punishable upon conviction by a fine in any amount not exceeding
$5,000, or imprisonment of not more than 5 years, or both, together with the costs of
prosecution, and if such offense is committed by any officer or employee of the
United States, he shall, in addition to any other punishment, be dismissed from office
or discharged from employment upon conviction for such offense.

(2) STATE AND OTHER EMPLOYEES—It shall be unlawful for any person [not
described in paragraph (1)] willfully to disclose to any person, except as authorized in
this title, any return or return information [as defined in section 6103(b)] acquired by
him or another person under subsection (d), (i)(3)(B)(i), (1)(6), (7), (8), (9), (10),
(12), (15) or (16) or (m)(2), (4), (5), (6), or (7) of section 6103. Any violation of this
paragraph shall be a felony punishable by a fine in any amount not exceeding $5,000,
or imprisonment of not more than 5 years, or both, together with the cost of
prosecution.

(3) OTHER PERSONS - It shall be unlawful for any person to whom any return or
return information [as defined in section 6103(b)] is disclosed in an manner
unauthorized by this title thereafter willfully to print or publish in any manner not
provided by law any such return or return information. Any violation of this
paragraph shall be a felony punishable by a fine in any amount not exceeding $5,000,
or imprisonment of not more than 5 years, or both, together with the cost of
prosecution.

(4) SOLICITATION - It shall be unlawful for any person willfully to offer any item of
material value in exchange for any return or return information [as defined in
6103(b)] and to receive as a result of such solicitation any such return or return
information. Any violation of this paragraph shall be a felony punishable by a fine in
any amount not exceeding $5,000, or imprisonment of not more than 5 years, or both,
together with the cost of prosecution.

(5) SHAREHOLDERS - It shall be unlawful for any person to whom return or return
information [as defined in 6103(b) ] is disclosed pursuant to the provisions of
6103(e)(1)(D)(iii) willfully to disclose such return or return information in any
manner not provided by law. Any violation of this paragraph shall be a felony
punishable by a fine in any amount not exceeding $5,000, or imprisonment of not
more than 5 years, or both, together with the cost of prosecution.



Attachment W-1

IRC SEC. 7213A. UNAUTHORIZED INSPECTION OF RETURNS OR RETURN
INFORMATION

(a) PROHIBITIONS
(1) FEDERAL EMPLOYEES AND OTHER PERSONS - It shall be unlawful for

(A)any officer or employee of the United States, or
(B) any person described in section 6103(n) or an officer willfully to inspect,
except as authorized in this title, any return or return information.

(2) STATE AND OTHER EMPLOYEES - It shall be unlawful for any person [not
described in paragraph (1)] willfully to inspect, except as authorized by this title,
any return information acquired by such person or another person under a
provision of section 6103 referred to in section 7213(a)(2).

(b) PENALTY

(1) IN GENERAL - Any violation of subsection (a) shall be punishable upon
conviction by a fine in any amount not exceeding $1000, or imprisonment of not
more than 1 year, or both, together with the costs of prosecution.

(2) FEDERAL OFFICERS OR EMPLOYEES - An officer or employee of the
United States who is convicted of any violation of subsection (a) shall, in addition
to any other punishment, be dismissed from office or discharged from
employment.

(c) DEFINITIONS - For purposes of this section, the terms “inspect” “return” and
“return information” have respective meanings given such terms by section 6103(b).



Attachment W-2

IRC SECTION 7431 CIVIL DAMAGES FOR UNAUTHORIZED INSPECTION OR
DISCLOSURE OF RETURNS AND RETURN INFORMATION.

(a) In general
(1) Inspection or Disclosure by employee of United States

If any officer or employee of the United States knowingly, or by reason of
negligence, inspects or discloses any return or return information with respect to a
taxpayer in violation of any provision of section 6103, such taxpayer may bring a
civil action for damages against the United States in a district court of the United
States.

(2) Inspection or disclosure by a person who is not an employee of United States

If any person who is not an officer or employee of the United States knowingly, or
by reason of negligence, inspects or discloses any return or return information with
respect to a taxpayer in violation of any provision of section 6103 or in violation of
section 6104 (c), such taxpayer may bring a civil action for damages against such
person in a district court of the United States.

(b) Exceptions

No liability shall arise under this section with respect to any inspection or disclosure-
(1) which results from good faith, but erroneous, interpretation of section 6103, or
(2) which is requested by the taxpayer.

(¢) Damages

In any action brought under subsection (a), upon a finding of liability on the part of the
defendant, the defendant shall be liable to the plaintiff in an amount equal to the sum of -

(1) the greater of -
(A)  $1,000 for each act of unauthorized inspection or disclosure of a return or
return information with respect to which such defendant is found liable, or
(B) thesumof-
) the actual damages sustained by the plaintiff as a result of such
unauthorized inspection or disclosure, plus
(i)  in the case of a willful inspection or disclosure or an inspection or
disclosure which is the result of gross negligence, punitive
damages, plus

(2) the cost of the action.



Attachment W-2

(d) Period for Bringing Action

Notwithstanding any other provision of law, an action to enforce any liability created
under this section may be brought, without regard to the amount in controversy, at any
time within 2 years after the date of discovery by the plaintiff of the unauthorized
inspection or disclosure.

(e) Notification of Unlawful Inspection and Disclosure

If any person is criminally charged by indictment or information with inspection or
disclosure of a taxpayer's return or return information in violation of —

(1) paragraph (1) or (2) of section 7213 (a),
(2) section 7213A (a), or
(3) subparagraph (B) of section 1030(a)(2) of Title 18, United States Code, the

Secretary shall notify such taxpayer as soon as practicable of such inspection or
disclosure.

(f) Definitions

For purposes of this section, the terms “inspect”, “inspection™, “return™ and “return
information™ have the respective meanings given such terms by section 6103 (b).

(g) Extension to information obtained under section 3406
For purposes of this section

(1) any information obtained under section 3406 (including information with respect to
any payee certification failure under subsection (d) thereof) shall be treated as return
information, and

(2) any inspection or use of such information other than for purposes of meeting any
requirement under section 3406 or (subject to the safeguards set forth in section
6103) for purposes permitted under section 6103 shall be treated as a violation of
section 6103.

For purposes of subsection (b), the reference to section 6103 shall be treated as including
a reference to section 6311 (e).



Attachment W-3

REPORTING IMPROPER INSPECTIONS OR DISCLOSURES

General

Upon discovering a possible improper inspection or disclosure of FTI, including breaches and
'security incidents, by a federal employee, a state employee, or any other person, the individual
making the observation or receiving information must contact the State Project Manager
immediately, but, no later than 24 hours after identification of a possible issue involving FTI.

Notification Process

Concurrent to notifying the Department, the Contractor must document the specifics of the
incident known at that time into a data incident report, including but not limited to:

e Name of agency and agency Point of Contact for resolving data incident with contact
information

Date and time the incident occurred

Date and time the incident was discovered

How the incident was discovered

Description of the incident and the data involved, including specific data elements, if
known

Potential number of FTI records involved; if unknown, provide a range if possible
Address where the incident occurred
IT involved (e.g., laptop, server, mainframe)

Reports must be sent electronically and encrypted via IRS-approved encryption techniques. Use
the term data incident report in the subject line of the email. Do not include any FTI in the data
Incident report.

NOTE: Even if all information is not available, immediate notification is the most
important factor, not the completeness of the data incident report. Additional information
must be provided to the Department as soon as it is available.

The Department will cooperate with Treasury Inspector General for Tax Administration
(TIGTA) and Office of Safeguards investigators, providing data and access as needed to
determine the facts and circumstances of the incident.



Attachment X

CRIMINAL BACKGROUND CHECK AFFIDAVIT

AUTHORIZED REPRESENTATIVE

I HEREBY AFFIRM THAT:

[am (Title) and the duly authorized representative
of Contractor and that I possess the legal authority to make this Affidavit on behalf of myself

and the business for which I am acting.

I hereby affirm that Contractor has complied with the Background Checks requirements of the

Department of Human Resources, Contract;
Agency Control Number:

I hereby affirm that the Contractor has provided the State Project Manager or
designee with a summary of the security clearance results for all of the candidates that will be
working on Contract Title and Number and all of these candidates have

successfully passed all of the background checks required under the Contract.. The Contractor
hereby agrees to provide security clearance results for any additional candidates at least seven (7)
days prior to the date the candidate commences work on this Contract.

I DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY
THAT THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST
OF MY KNOWLEDGE, INFORMATION, AND BELIEF.

Contractor

Typed Name

Signature

Date



